Los Angeles County


Harbor-UCLA Medical Center

Department of Health Services


Coastal Cluster Health Centers

HIPAA PRIVACY AND SECURITY COMPREHENSIVE ASSESSMENT

ANSWER SHEET


	Date:
	Please PRINT Name (Last Name, First):
	Employee No.:

	Department:

	Pay Location:

	
	
	Dept.   

                  200 
	Work Area:
	Extension:

	
	
	Manager / Supervisor Name:




Instructions:  Circle the letter for the answer you think is most correct for the HIPAA Privacy and Security Comprehensive Assessment Test Questions.

	1
	a.
	b.
	
	
	
	

	2.
	a.
	b.
	c.
	d.
	
	

	3.
	a.
	b.
	
	
	
	

	4.
	a.
	b.
	
	
	
	

	5.
	a.
	b.
	
	
	
	

	6.
	a.
	b.
	c.
	d.
	
	

	7.
	a.
	b.
	
	
	
	

	8.
	a.
	b.
	c.
	d.
	
	

	9.
	a.
	b.
	
	
	
	

	10.
	a.
	b.
	c.
	d.
	e.
	

	11.
	a.
	b.
	
	
	
	

	12.
	a.
	b.
	c.
	d.
	e.
	

	13.
	a.
	b.
	c.
	d.
	
	

	14.
	a.
	b.
	
	
	
	

	15.
	a.
	b.
	
	
	
	


I acknowledge that I have received training on HIPAA Privacy and Security.   I agree to comply with the HIPAA regulations and the Harbor policy and procedures.  I understand that copies of the Harbor policy and procedures are available on the Harbor Intranet Website or can be obtained through my supervisor or CCHC Administrator.   If I fail to comply with the policy and agreement, I will be subject to disciplinary action, up to and including discharge.

Employee’s Signature








Date
Los Angeles County

Harbor-UCLA Medical Center and 

Department of Health Services

   Coastal Cluster Health Centers
HIPAA Comprehensive Privacy and Security Training Test

Instructions:  On your answer sheet, circle the letter for the answer you think is most correct.

1. The Privacy rule applies to protected health information (PHI) in all forms including electronic, written, oral and any other form.


a.
True
b.   False

2.
The patient’s name, address, phone number, health insurance number, and social security number are all examples of what?

a.
Patient identifiers

b.
Protected health information

c.
Information that may exist in written, electronic or oral form

d.
All of the above
3. Patients have a right to access, inspect and copy their medical record except for some information like psychotherapy notes.


a.
True



b.   False

4. Both civil and criminal penalties can apply to workers and not just organizations.


a.
True



b.   False

5. All people in a provider’s workforce – regardless of their duties or job description – have a responsibility to protect patient health information.

a.
True



b.   False

6. Employees can maintain electronic security by:

a.
Logging off HIS terminal when leaving the computer station


b.
Sharing passwords with others 


c.
Posting passwords in common areas


d.
Accessing information on the HIS for co-workers

7. In order to verify that a patient received a copy of the Notice of Privacy Practices, providers must obtain written acknowledgement from the patient that the Notice of Privacy Practices was given or document the reason(s) the provider was unable to give. 

a. True



b.   False

8.  A covered entity’s notice to patients on its privacy practices must include:

a. Information on how to file complaints with the covered entity or with the Department of Health and Human Services

b. Identification of a contact person who can provide additional information

c. A description of how the covered entity will notify patients if its privacy practices change

d. All of the above
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9.  A provider that is also a business associate, is restricted from using or disclosing the protected health information it creates or receives through its business associate work for any purposes other than those explicitly written in the business associate agreement.

a. True



b.   False

10.  The term “protected health information” includes which of the following?

a. Medical records

b. Insurance claim information

c. Payment information

d. All of the above

e. None of the above

11.  Protected health information may only be used for purposes of treatment, payment and health care operations.

a. True



b. False

12.  The Electronic Security Rule requires covered entities to do which of the following?

a. Protect the integrity, confidentiality and availability of paper documentation.

b. Stop all electronic bank transactions.

c. Keep all data confidential even if it is not electronic.

d. Protect the integrity, confidentiality and availability of the electronic protected health information they collect, maintain, use or transmit.

e. Convert all protected health information on paper to electronic PHI. 

13. Part of the HIPAA Security Rule requires that access to computers or computer systems containing electronic protected health information must be:

a. Restricted to authorized users

b. Available only in located rooms

c. Wherever space allows

d. Freely available to everyone

14. Physical safeguard requirements of the Security Standards include protection of a covered entity's:

a.
Electronic information systems


b.
Buildings and equipment related to electronic information systems


c.
Patients


d.
A and B above

15. Employees can protect PCs by not accepting emails from unknown sources or loading files from diskettes and other electronic media that is not properly scanned for viruses.

a. True



b. False
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1. a
 

2. d

3. a


4. a


5. a


6. a

7. a

8. d

9. a

10. d

11. a

12. d

13. a

14. d

15. a

